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Abstract Credit card fraud detection is a typical classification problem. Previous studies have
applied various machine learning methods to solve this problem. In this paper, we applied nine machine
learning methods to two publicly available real credit card transaction datasets, i.e., the credit card
fraud detection dataset and the IEEE-CIS fraud detection dataset. Our experimental results showed
that extreme gradient boosting (XGBoost) and light gradient boosting machines (LGBMs) had the
highest classification accuracy on both datasets. We also achieved better results than previous
state-of-the—art results on the credit card fraud detection dataset. In terms of prediction time, the
LGBM was more that 30 times faster than XGBoost. These results suggest that gradient boosting
based methods, especially LGBM, are suitable for credit card fraud detection.
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Fig. 1 Machine learning methods for credit card fraud detection
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technique2 Z#83%+ F extreme gradient boosting
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Table 1 Compositions of the IEEE-CIS FD dataset
Subdatasets Features Description Type # of Features Example values
Key TransactionID Transaction ID Integer 1 3663549
ProductCD Product code Categorical 1 C,H R, S W
TransactionpT | | me difference from a give Integer 1 18403224
reference datetime
TransactionAmt | Transaction amount in USD Numerical 1 31.95
10409
111
. . . . . 150
cardl-card6 Card information Categorical 6 visa
226
debit
. 170
addrl-addr2 Address Categorical 2 37
P_email domain Purchaser email domain Categorical 1 gmail.com
R_email domain Recipient email domain Categorical 1 hotmail.com
1
distl-dist2 Country distance Numerical 2 37
Transaction 6
C1-Cl14 Anonymous features Numerical 14 g
419
. . . 27
D1-D15 Time difference Numerical 15 308
T, F
T, F
. T, F
M1-M9 Anonymous features Categorical 9 T F
MO, M1, M2
V1-V339 Anonymous features Numerical 339 0
47.95
-45
Categorical 280290
id1-1d38 Anonymous features or 38 0
numerical 0
Identification
DeviceType Device type Categorical 1 mobile, desktop
Devicelnfo Device information Categorical 1 .M?{AiL.lg
i0S Device
EA(D1-D15)2 Az} #AIE E4Jo]H, Transaction_ W3 (categorical) EAELS n/e HEFE 0%H

Dayeld DEAS wis Waoz

Transaction_Day+ €] gt}

DIn-D15n< 23433tk
D1-D15 ™4l DIn-D15ne& 83}, TransactionDT2}

.
ol
7

1743le) 45

o
B

FAIFEOE WMsigItE =3k TransactionAmt
291 centset D13} D159 x|z} 30)4<l
$-& FESI= outsiderlbEheE A9 S WHEQITH
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Table 2 New features (n=73) derived from preprocessing of the IEEE-CIS FD dataset

Methods New features

TransactionAmt_cardl_mean, TransactionAmt_cardl_addrl_mean,
TransactionAmt_cardl_addrl_P_emaildomain_mean,

D9_cardl_mean, D9_cardl_addrl_mean, D9_cardl_addrl_P_emaildomain_mean,
D11_cardl_mean, D11_cardl_addrl_mean, D11_cardl_addrl_P_emaildomain_mean,

TransactionAmt_uid_mean,
Mean

D4_uid_mean, D9_uid_mean, D10_uid_mean, D15_uid_mean,
(36 features)

Cl1_uid_mean, C2_uid_mean, C4_uid_mean, C5_uid_mean, C6_uid_mean,

C7_uid_mean, C8_uid_mean, C9_uid_mean, C10_uid_mean, C11_uid_mean,

C12_uid_mean, C13_uid_mean, C14_uid_mean,

M1_uid_mean, M2_uid_mean, M3_uid_mean, M4_uid_mean, M5_uid_mean, M6_uid_mean,
M7_uid_mean, M8_uid_mean, M9_uid_mean

TransactionAmt_cardl_std, TransactionAmt_cardl_addrl_std,

TransactionAmt_cardl_addrl_P_emaildomain_std,

Standard deviation D9_cardl_std, D9_cardl_addrl_std, D9_cardl_addrl_P_emaildomain_std,
(15 features) D11_cardl_std, D11_cardl_addrl_std, D11_cardl_addrl_P_emaildomain_std,

TransactionAmt_uid_std,

D4_uid_std, D9_uid_std, D10_uid_std, D15_uid_std, C14_uid_std

Frequency addrl_FE, cardl_FE, cardl_FE, card3_FE, cardl_addrl_FE, P_emaildomain_FE,
(8 features) cardl_addrl_P_emaildomain_FE, uid_FE
Unique count uid_P_emaildomain_ct, uid_distl_ct, uid_TransactionDT_ct, uid_id_02_ct, uid_cents_ct, uid_C13_ct,
(12 features) uid_V314_ct, uid_V127_ct, uid_V136_ct, uid_V309_ct, uid_V307_ct, uid_V320_ct
Aggregation

cardl_addrl, cardl_addrl_P_emaildomain

(2 features)

ol AAE A F 7P 583 dAeE AE8vt= C1, C2, C4, C5, C6, C7, C8, C9, C10, Cl11, C12, C13,

TEE & e Ubdgdle 54& =Ys Aolth Cl14, M1, M2, M3, M4, M5, M6, M7, M8, M9, V127,
Vestaile] Amof w=2w IEEE-CIS FD Hlo|El= o V136, V309, V307, V314, V320°|t}.
W Ag7tEe] A F shrt Bigdo R wE @4 F2 B Z2 A ol T8 EAE o
F Ag7tER BAE BE Ages AH Hzde A st 188 wEx, O 8 Wd P, ¥z}
A2 BEEFHYUTSE HEHoZE= uALAHZ =4 (frequency), Y&k F(unique count), ZFFH
7Zgte] A=A Zh(aggregation)& 71Eo2 A EAS AP 4

webA, Y 2LIt=dA BT AYES £ B9, TransactionAmt_uid_mean® TransactionAmt_uid_
F e FE EALE sy, 35 EAHL 7l stde 5L UIDE 71 ¢lAlE2] TransactionAmt2]
A8712E B8 £ JEE VA WHE Bed ZFAUAE udth Fo EAHEY xHPo=
o} AA dlolHd LGBM<S &3l 5A9 e g B4 oA, AA dlole 75%E st
(variable importance)E Al & FToTV} = olE, 25% 2 HAEHoIHE U+ LGBME 854
A % cardl, addrl, D1& dé(concatenatlon)s}oi #A HZ2ZEHolE 2] AUROCYE &=+ 73719 A4
UIDE wEAoh 71AskE el UDe #A8% EAR &gt 7309 A AL & 24 AHYsh
(overfitting)sh= & =] 938, UIDE AFHo=z Ao
skl AMESHAE &St oA, A8TtEE FEE SO 25 AZto] AHstAE EA| Aol duy
JEE Fo ENESL ojfate] 73700 FH EAS A A SAHEA sby] 9k, IREE-CIS FD ©lolE
""ﬂ‘:} HEd ZAX"E LGBM <3 Alxkd 54 o AE 129 doleet wxg 129 deoleE #%

57t B2 B4 F 42709 EAS 835t 94 stEdlolE ¢t HIZEHolHE el ZAIEE HEe
EAS WEAY 42719 T8 EAE addrl, cardl, < SA3Jch —E—;él IMZ2 749 XGBoostE 8t
card2, card3, P_emaildomain, distl, id_02, cents,

tlolElell A-g3t sFAI7IAL H2Ede]E 9] AUROC
TransactionAmt, TransactionDT, D4, D9, D10, D15, A9tk o] H2E AUROC #te]l Ythes AL 3
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E4L u A EAHL AUz YehA 23S
ujgit}, weba, Bl 2E AUROCZ} 05791 1770¢]
S A
ix|uto 7 AZ=x)9] nl&o] 87% ol 7/He DE
A(D6, D7, D8, D9, D12, D13, D14 %= A3t Key
kel Transaction]DE HZE EA oA AT}

ARHo g Hzx 433719 EAolA &k, 21971
o] VEA A9, TransactionDT A<, A5 EA9I
cents ¥ outsiderl5 7}, UIDE AHE & Jd+= 7370
o I B F71 AT A wEl Aso] "olxE
17702 B4 Al9), =X uvlgo] && 7/1e] DEA A9,
TransactionD A9j2h= FAHS AX HFHoZ 26370
o] A4S AAF

Axe 344 A IEEE-CIS FD ©dlo|E+ CCFD
dolEe} AR S5 uAHE S Foke] gk
olEle} B|AEHOHZ Rty uolEe HiE 0,
ik 12 H2EdolEE dgdolEle] B Ebs
7|Zo® wF3gch

dm lo of

333 3o]3 7} 2hv] Bl (Hyperparameter) 73} 3 3
# mde] 8= Yo
ARG mde H2E AREE 2] A A

& 3 7% B stolsvelnE 8 g 99
Table 3 Hyperparameters and their search ranges per
machine learning method

Machine
learning Hyperparameters and their search ranges
methods
LDA N/A
Lasso 'C: {01, 1, 10}
Ridge 'C": {01, 1, 10}
Elastic net 'C": {01, 1, 10}

'n_estimators’: {3000, 5000}
'max_depth’: {10, 12}

XGBoost "colsample_bytree’: {0.4, 1}
"subsample’: {0.8, 1}

'learning_rate’: {0.02, 0.1}
'n_estimators’: {3000, 5000}
'reg_alpha’: {0, 0.03}

LGBMs 'num_leaves’: {31, 100}
"min_child_samples’: {15, 20}
'learning_rate’: {0.02, 0.1}

RFs 'n_estimators’: {100, 500, 1000, 3000, 5000}

SVMs 'C': {01, 1}

"hidden node’: {3000, 5000, 10000}
Autoencoder | 'dropout rate’: {0.05, 0.5, 0.8}

—based "activation function’: {leakyrelu, tanh}

classifier "optimizer’: {Adam, Adadelta}

"learning_rate’: {0.001, 0.0001, 0.00001}

uie} o] FIBPWAEEFES ol&Fen wAA
Zk HrEe] ShgdolEe it FIH3PUALFTES
sto]H gt HE HAS et stolH vt e 2
Slol = BE A9 Z3e AT AR 8=
ol g3tk 2z 7AIskE W sto|F TatvE
Hoe & 33 2ok
ZNATE W F LDAE Sto|dugu|ezl gl
Lasso, ridge, elastic net¥} SVMe] 'C'= g<5dlolE
9 QEFE F&3E AEE 9u. ve C'E 9
A EH(decision  surface)E ©wshAl sk, =2
'C'e BE sEHolHE vtaA BR8] flste 9
AMARERS B8 @tk XGBoost, LGBM, RF9
'n_estimators' & YFE T AHESe AEARAUT
o] A4E vttt XGBooste] 'max_depth’= 2JAF
ARUF-o] Hdl o], 'colsample_bytree’= Z UHF-
TAol AFEEE B BEFE M8, ‘subsample’ <
Zk - ghgol o] &EE SFUlclE Y REFE HE
| thet StelHulelu|E o]t} 'learning_rate’ & A%
WA 7] Hste] Zb SFhAllA Aozl ThEA 9]
FTE F43F= #olth. LGBME 'reg_alpha’+= L1
= 9% L ‘num_leaves'= s}l UEI}
A 4 e @dso] Hul 7§45 'min_child_samples’
DTt 7EA ok b= oy oAl HiA AFE
}21719, learning_rate’ = XGBoost2] ’learning_rate’
o] oju]9} FYUsIth L ERIFCIRE ARHEGE AW 7k
E57719] ¢ 'hidden node’ & 249 :E AFE on]siH
2E 243 disl FYskAl A3k ‘dropout rate’ =
dropout rateE, 'activation function’-& &439| &3}
= =
g QERIFE 9 ERIIHE ARdIGE AAW

18F B57719] optimizer, <&, epoch #< 1=
o

ol = D oj ofN
W o e

= o ¢ o fo o

rl

M o of o 2
41
2
2
2

N

N

g0l opd 53 (learning curve) TE WA o R
AARstAnh ol st stolH ey HA3E AT
FE3HAAZFY R SFdolH F 10%E AEH
olE{(validation data)Z AF&3Th UF S<5dlolE ol
gz a2l g3A digel stelssenE 2Fe 173
3}, optimizer?} SHFES WAAYIH FHI3HS
At g5Ae 18 ], xEF2 epoche= 0FE 3007+
A Aggom vy HHA|FL2xHmean squared error)
& SAY SEFAMA BEAlF A tasteE A
FAdE B epochEs Atk TFAHORE AZFd ol 9
BAAF AT 7P 2L Fe Bole A9 optimizer,
S5E, epoch &S AAAY. o] FHE 3| 2=
(fold)ol sl Z¥zt $=¥38laL 37119] optimizer, 3h5&,
epoch 2% 5 oo wet HF e =385 AR
Aot aEl= g iRl stelHatetrE &3S vk
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X 4 2EIIN 9 9EIFN 7Ht 57719 optimizer,
&5 2 epoch AAF

Table 4 Selected optimizer, learning rate, and epoch
values for autoencoders and autoencoder-based

classifier
CCFD dataset
Models Optimizer Learning Epoch
rate
Autoencoder Adam 0.0001 200
pretraining Adadelta 0.001 300
Autoencoder-based | - 4, 0.00001 50
classifier learning
IEEE-CIS FD dataset
L -
Models Optimizer carning Epoch
rate
Autoencoder Adam 0.0001 300
pretraining
Autoencoder-based |, 4. 0.00001 200
classifier learning

0
r&‘

HA4E Wkt HF optimizer, <58, epoch

9] A= ¥ 49 2} §<59) wiH(batch) Z71E

5 20482 AR

A<t vie} o] IE BAS B3 FI3HAA
|

r rulo

fa B ol
o

Zo] 37) W E|2EdolEe] hE HF %ol /M
F& stolATeE e 23e AR AT olF T
sto|Hmetre] 23FoE FASE 2l 37]_2 B

ZH5ERAAZY A5dolEE A5 F AP o
EdolHel U@ 5 4 Ak oo Fu54
RARFE delHe BUe FAZ el 100
! BE A5ge el sFEos Atk
A9 Sl aamE Az Alekog <l

[>

skl CCFD HolEfol thahAut
3.4 A Znt
341 71As E e 23

Agstank

£ 59 68 71AISs WHEE 35 uAEY 10
3] WHE-S 53 Aoz 507H9] AEAE Adgre] H+t
I FFEAE JERY L . EOA P32 P
T3 4Ee Hole 7]7:"5}* W s e A
o] zlolo] 3t thSEE t AA(paired t-test) o2 A
2hg Ao,

CCFD dlelglel gt AxEs BEW  XGBoost7}
AUPRC® AUROC EFolA 7HE £& B%5S B3
H OE ZATSE WHAe] HudAx: BARHCE &

gujgt o]zt theE AS & 4 Utk AUPRCY 74
- AY PHETE ¥AE o] £2 A%E Holn

HAg WY Fo|AE  gradient boosting AIERI
XGBoost®} LGBMe] 7bg¢ ©23in] w2 oAad
U5 7NE 5 Rl RFE 34 BoXA g+ A

T2 Holi itk SVME HAE W F M we
45g ngom, QEmtE AdsleE AFW A
BRlE R0 22 o S99 45 nyn. 43
“o“ﬂ«l AUPRCE 0.73~0.75 FF2% XGBoost9]

j=]
OO
S

Hlmste] 2 Afolz} vtk
% H o] A=

3 AUROCY A%
Aok 5] 0.9 oldelith. AUROCE AUPRC
o Adels tEA A¥ WHY A%l RF, SVM %
2EQJIICRE ARG A% 7Nt £E77180 95
3 AdE Bk

AA 7oA Ze AFE s AUROCY

4T, AUROC Aol 4 48 de 4
¥ FeHE A 2E E 5 14 A9 £ el

A3 EES AUPRCE HIAY W

% 5 CCFD dlolge] thgt 7IAstE Wil A5
Table 5 Performances of nine machine learning methods on the CCFD dataset

AUPRC AUROC
Machine learning methods Mean Z‘:rll:;l;i P value Mean Z‘:rll:;l;i P value
LDA 0.7315 0.0478 <2.2e-16 0.9807 0.0061 0.0030
Lasso 0.7582 0.0473 <2.2e-16 0.9805 0.0068 0.0120
Ridge 0.7594 0.0455 <2.2e-16 0.9761 0.0089 8.635¢-10
Elastic net 0.7588 0.0472 <2.2e-16 0.9808 0.0067 0.0132
XGBoost 0.8612 0.0358 N/A 0.9827 0.0077 N/A
LGBMs 0.8579 0.0382 0.0046 0.9805 0.0083 1.057e-05
RFs 0.8556 0.0364 0.0145 0.9682 0.0134 0.0056
SVMs 0.8036 0.0473 <2.2e-16 0.9449 0.0228 <2.2e-16
Autoencoder-based classifier 0.8336 0.0351 6.315e-14 0.9716 0.0101 4.376e-12
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Table 6 Performances of eight machine learning methods on the IEEE-CIS FD dataset

AUPRC AUROC
Machine learning methods Mean 2;3?;?;: P-value Mean 2;3?;?;: P-value
LDA 0.3950 0.0076 <2.2e-16 0.8373 0.0037 <2.2e-16
Lasso 0.3851 0.0095 <2.2e-16 0.8444 0.0040 <2.2e-16
Ridge 0.4304 0.0076 <2.2e-16 0.8543 0.0033 <2.2e-16
Elastic net 0.3851 0.0095 <2.2e-16 0.8444 0.0040 <2.2e-16
XGBoost 0.9228 0.0034 <2.2e-16 0.9836 0.0011 N/A
LGBMs 0.9249 0.0032 N/A 0.9801 0.0014 <2.2e-16
RFs 0.8722 0.0035 <2.2e-16 0.9726 0.0013 <2.2e-16
Autoencoder-based classifier 0.7737 0.0094 <2.2e-16 0.9494 0.0043 <2.2e-16
3 FA orh =3 [32]0l4E AUROCS A%eol =tk F WA$S 139 #33 Aajo|th. & 79 2+ A9 2
I ko] AUPRCY Asol &2 A& WEA BASHA A& A=A
Ptk FARTE F, 3Gl A™skA] X3 WriAR 2 A7 [l TR AT ZASE
£ Agdtd Z2EE oA EAdS ¥ = o 314 Ql XGBoost2} RFE vlwdk A3} [9]o)A= XGBoost2]
oAl Ag3 el o] AEIIE ol FAY A A} AUPRC7} 08549, AUROCZ} 097860103, RF<]
Zo] AgFH el #Ho] i FR3F EAo A A AUPRC+E 0.8069, AUROCE 0.9620°14t}. & =FollAl=
¥+ AUPRColH. weha] AUPRCZE $-<7¢F v|AE W XGBoost2] AUPRC7} 0.8612, AUROC7} 0.9327°1%%, RF
He Adgg]of gt 9] AUPRCE 0.8556, AUROCE 096822 £ A< 2

IEEE-CIS FD dloJE]o] tisiAl= AUPRCE LGBM
°] AUROCE XGBoost?} 7F¢ £& A%eS 24
CCFD HlolEl¢} vi/iA 2 T W] 452 o2 W
Ha BAFLRE foug zelrt AUt AUPRCE
CCFD Hl°lH¢] A#AAYH A3 WPros €AY W
Hol, BlAg W FoM= LGBMHF XGBoost?} -
3 A%5S 2k oyt CCFD dHolElo] tidk Axel=
2] A8 He AUPRCE 03~04 &7, ¥4y ¥
Hel AUPRCE 07~092 A% o7t o =3
AUROCQI 73 o]]!: u]x{sﬂ ul—tﬂo] /HE:] H]-HJ_l—I]_]:]_ =
< AUROC #& ESth XGBoost?} LGBMe| 713+
T Aee HIA UHsoEs RF 3 SEQIFHR
ARG E 24 )EE B/ Aol E9dTh AY
WHe vy e 09 £F9 AUROC dHiHl 0.8
Fo| ve AAE BATh F dolHd gk A4F A
E T3 BY dolgHe TR E AeAZE} ARl

E]_:EZ_—]'Q_E =0 B= /Lq\_a—_

O

2 BEF A4 = WS gradient
342 71& d79ke] v
B =83 712 A7 [9,11]2 CCFD HolEdl o
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T [9] =29 SYsHA SssAnNAES W
109 A Hgelx, (1118 F35HnA*
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okt

B =54 AR RLEJEY 7bke] RRVIE &
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[11]9] Axe} vusls 2 =79 4%
B =RiAes EFR7IZ sigmoid &2 7AE g 7Y
o EFYZE FEEHoy, [1lldAe Jd32AE,
CNN, RNN, SVM2 7712 &85t [11]edA=
QIE417%W, CNN, RNN, SVM <AZ AUPRCE
0.7705, 0.7532, 0.7553, 0.6117¢] ZA3A}E, AUROCE
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Table 8 Hyperparameter values of XGBoost and RFs in

our experiments and a previous study [9]

XGBoost
Hyperparameters Ours [9]
max_depth {10, 12} 1
n_estimators {3000, 5000} default(100)
colsample_bytree {04, 1) default(1)
subsample {0.8, 1) default(1)
learning_rate {0.02, 0.1} default(0.1)
RFs
Hyperparameters Ours [9]
default
max_depth (until all leaves 4
are pure)
n_estimators {12%0 (\)SY O(;'O 01 g }O 0, default(100)

® 78 A7 91119 7IASE HHEE dF
Table 7 Performances of nine machine learning methods in our experiments and previous studies [9,11]
) ) AUPRC AUROC
Machine learning methods
Ours [9] [11] Ours [9] [11]
XGBoost 0.8612 0.8549 0.9827 0.9786
RFs 0.8556 0.8069 0.9682 0.9620
CatBoost 0.8567 0.9751
Logistic Regression 0.7490 0.9794
(DNN)0.7705 (DNN)0.9277
Autoencoder-based classifier 0.8336 E;ﬁﬁ;g;égi 0.9716 E;ﬁﬁ;gg;ig
(SVM)0.6117 (SVM)0.8566
Ed=E 104 12 5 A8tk RFY 'max_depth’'s 717 AZ tE20s Hez 718 + Jov, LEQIx
718 AA9 ’Xilf&“%’oi o B B =Rexe 9 AA9] stoldItevy A Aok JEFE mHE

o= woe
343 N1A%s THE sts 2 ASAT A
I JNASE mdo] ol £aFE ARBE 1749
Aol ] ol FAHE Hdete dSANE T2
aslok & faolt)y 218ddAE AETIE o] A
gA A F8 ol F YR A HIE JdEA
otk A8t ol dAHY EEE %ﬂﬂoi EE *Hi
& 3A4 o
B3, delElel R WASEE BN FED A
& oW 7z AR BRASl AA Askd ol
ok ol g HolEle] EAS T ol AY BFA Al
o] #7142 s Age] Basitt webs AA 3
® 9 & A7 (1119149 LERIFH ] &to]H mten|
B AAZk
Table 9 Hyperparameter values of autoencoders in our
experiments and a previous study [11]

Hyperparameters Ours [11]
# of layers in Encoder P -
and Decoder {1) {2,3,4,5)
# of nodes in Encoder {3000, 5000, (1-512)
and Decoder 10000}
# of bottleneck layers {1} {1}
# of nodes in {3000, 5000, {10, 12, 14, 16,
bottleneck 10000} 18, 20, 22, 24}
dropout rate {0.05, 0.5, 0.8} N/A
activation function | {leakyrelu, tanh} {rell{, 51g,m01d,
linear’ }
. {Adam,
optimizer Adadelta) {Adamax}
. {0.001, 0.0001,
learning rate 0.00001} {0.01, 0.001}
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Table 10 Training and prediction time for the CCFD
dataset
Machine L. . Average prediction
. Average training time .
learning ( ds) time for one test
methods seconas example (seconds)
LDA 0.0010 0.0009
Lasso 8.5176 0.0010
Ridge 0.7807 0.0009
Elastic net 8.6136 0.0010
XGBoost 10.2791 0.0668
LGBMs 11.7136 0.0016
RFs 88.1600 0.0737
SVMs 1459.9928 0.0012
Pretraining:
Autoencoder- 613.0124
based P 0.0678
lassifi Classification:
classifier 861102

£ 11 IEEE-CIS FD dlolefol] st 71AshF
R EARG
Table 11 Training and prediction time for the IEEE-CIS

R

FD dataset
Machine .. . Average prediction
. Average training time .
learning ( ds) time for one test
methods seconas example (seconds)
LDA 16.5587 0.0038
Lasso 109.0125 0.0154
Ridge 12.0001 0.0228
Elastic net 110.0257 0.0399
XGBoost 58.3158 0.1248
LGBMs 82.4253 0.0037
RFs 1392.3987 0.3140
Pretraining:
Autoencoder 6934.7440
~based P 0.0614
classifier Classification:
2389.6004
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